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HaunmeHoBaHue

Nonutmnka obecneveHna 6esonacHoctn KN

MonoxeHne o6 obecnevyeHnn 6esonacHOCTU 3HaUYUMBbIX obbekToB KN

MonoxeHue 0 BHelWHeM B3aumogencTsnm npmu obecneveHnn besonacHoctu KMU

CooTBeTCcTBME 3aKOH Oo4aTeNbCTBY

denepanbHblii 3aKOH 0T 26 utona 2017 r. Ne 187-P3 «O 6e30nacHOCTU KPUTUYECKOM
nHPopmMauMoHHOM MHPPACTPYKTYpbl Poccuinckon ®epepaummn»

Mpunkas ®CTIK Poccum ot 25 pekabpa 2017 r. Ne 239 «0O6 yteepaeHnn TpebosaHui
no obecneyeHnto 6€30MaCHOCTU 3HAYNMBbIX OOBEKTOB KPUTUYECKON MHOOPMALMOHHOM
nHpacTpyKTypbl Poccuiickon ®epepaunmny;

Mpurkas ®CTIK Poccum ot 21 pekabpa 2017 r. Ne 235 «O6 yteeprkaeHnn TpeboBaHU K
CO34aHM1I0 cUCTeEM 6€30MaCHOCTU 3HAYMMbIX OOBEKTOB KPUTMYECKOM MHDOPMALMOHHOM
nHdpacTpyKTypbl Poccminickon ®Peaepaummn n obecneyeHunto nx pyHKLMOHNUPOBAHMAY

MpuKkas ®CB Poccum o1 19 mioHs 2019 r. Ne 282 «06 yTBep:kaeHuM MNopsaaKka MHpopmmnposaHusa
®CBE Poccum 0 KOMNbIOTEPHbIX MHUMAEHTAX, PEarMpoBaHuUA Ha HUX, MPUHATUA Mep No
JNINKBUZAUMM NOCNEACTBUIA KOMMNBIOTEPHbIX aTaK, NPOBEAEHHbIX B OTHOLWEHUM 3HAYNMMbIX
06BEKTOB KPUTUYECKON MHDOPMALMOHHOM MHPPACTPYKTYpbl Poccuitickoin Pepepaunn»;
Mpwkas ®CE Poccuu oT 24 ntona 2018 r. Ne 368 «06 yTeepkaeHun Nopsaaka obmeHa
MHbOPMaUMEN O KOMMbIOTEPHBIX MHUMAEHTAX MeXay CybbekTaMmn KpUTUYecKom
nHbopmMaUnoHHON MHPPACTPYKTYpbI Poccuitickoit depepaumm, mexay cybbekTamu
KpUTUYECKON MHPOPMALMOHHOM MHPPACTPYKTYpbl Poccuiickon ®Pepepaumnm n
YNOJHOMOYEHHbIMW OPraHaMM MHOCTPAHHbIX FOCYAAPCTB, MEXAYHAPOLHbIMMU,
MeXKAYHAPOAHBIMN HEMPABUTENbCTBEHHBIMU OPraHN3aLUAMMN U MHOCTPAHHbIMMU
OpraHM3auuAaMM, OCYLLECTBAAIOWMMUN AeATeNbHOCTb B 061acTM pearMpoBaHmA Ha
KOMMbIOTEPHbIE MHLUMAEHTDI, 1 [TopAaaKa NnofydyeHna cybbekTaMm KpUTUYECKOM
MHbOPMaAUMOHHON MHPPACTPYKTYpbl Poccuitckoin epepaumm MHPopmaLmm 0 cpencTBax u
cnocobax npoBefeHNA KOMMbIOTEPHBIX aTaK M O MeToAax UX NpeaynpexaeHns n
obHapyKeHuAx;

Mpwukas ®CB Poccuu ot 24 niona 2018 r. Ne 367 «06 yTeep:kaeHun MNepeyHa nHdopmaumm,
npeACcTaBAAEMON B rOCYapCTBEHHYIO CUCTEMY ODHapYKeHUA, NpeaynpeXxaeHna n
JNIMKBUZAUMM NOCNEACTBUI KOMMbIOTEPHBIX aTaK HAa MHPOPMaLMOHHbIE pecypcbl PoccmincKkoi
®epepauunm n Mopaaka npeacTaBneHUA MHPOPMALMK B TOCYAAPCTBEHHYIO CUCTEMY
obHapyKeHUA, NpeaynpexXaeHua U IMKBUAALMM NOCNeACTBUI KOMMNbIOTEPHbIX aTaK Ha
nHbOpMaUMOHHbIe pecypcbl Poccuiickon ®egepaunn»;

Mpukas ®CTIK Poccum o1 21 pekabpa 2017 r. Ne 235 «O6 yteepxaeHun TpeboBaHUM K
€034aHuto cuctem 6e30MacHOCTM 3HAYMMbIX OO BEKTOB KPUTUYECKOM MHDOPMALMOHHOM
NHpPacTPyKTYpbl Poccuiickoi Peaepaumnm n obecnedeHmnio nx GYHKLMOHNPOBAHMAY




HavmeHoBaHue

MpuKas 06 yTBEPXKAEHUN NEepPeYHA NPOrpammHOro obecneyeHuns, paspeweHHoro
K MCNonb3oBaHUIO Ha obbeKkTax KU

MpurKas o cucTteme pasrpaHmMyeHma goctyna B o6bekte KUU

PernameHT ngeHTMdMKaumm 1 ayTeHTUdPpunKaumm B obbektax KMU

PernameHT ynpasneHusa 4octynom B o6bektTax KMU

PernameHT orpaHnYeHns nporpammHoi cpeabl B 06bekTax KUU

PernameHT 3almTbl MalWMHHbLIX HOCUTENel MHopMaLumm B 06bekTax KUK

PernameHT ayamTta 6e3onacHocti o6bexkToB KM

PernameHT aHTUBMPYCHOM 3aLMTbl B 06BbekTax KUN

CooTBeTcTBME 3aKO HOAATENbCTBY

Mpwuka3 ®CTIK Poccum oT 25 pekabpa 2017 r. Ne 239 «06 yTBepkaeHum TpeboBaHui
no obecneyeHnto 6€30MaACHOCTN 3HAUYMMbIX OOBEKTOB KPUTUUECKOI MHDOPMALMOHHOM
nHdpacTpyKTypbl Poccninckon ®egepaummn»

Mpukas OCTIK Poccum ot 25 pekabpa 2017 r. Ne 239 «06 yteepxaeHnn TpeboBaHUi
no obecneyeHnto 6€30MaCHOCTM 3HAYMMbIX OOBEKTOB KPUTUHECKON MHGOPMALMOHHOM
NHPpacTpyKTypbl Poccuiickon ®epepaunmn»

Mpukas ®CTIK Poccum ot 25 pekabpsa 2017 r. Ne 239 «06 yteepxaeHnn TpeboBaHMi
no obecneyeHunto 6e30NacHOCTM 3HAYMMbIX OOBEKTOB KPUTUYECKOM MHPOPMALIMOHHOM
MHOpPaAcTPYKTYpbl Poccuiickon ®epepaunmn»

Mpwuka3 ®CTIK Poccum oT 25 aekabpa 2017 r. Ne 239 «06 yTBepKaeHum TpeboBaHui
no obecneyeHnto 6€30MaCHOCTN 3HAUYMMbIX OOBEKTOB KPUTUUECKOIN MHDOPMALMOHHOM
nHdpacTpyKkTypbl Poccmninckon ®egepaummn»

Mpukas ®CTIK Poccum o1 25 aekabpa 2017 r. Ne 239 «0O6 yTBepkaeHMn TpeboBaHMi
no obecneyeHnto 6€30MNacCHOCTM 3HAYMMbIX 0O BEKTOB KPUTUYECKOM MHPOPMALIMOHHOM
nHdpacTpyKkTypbl Poccuinckon ®egepaummn»

Mpukas ®CTIK Poccum ot 25 pekabpa 2017 r. Ne 239 «06 yteepaeHnn TpeboBaHMi
no obecneyeHunto 6e30NacCHOCTM 3HAYUMbIX 0OBEKTOB KPUTUYECKOM MHPOPMALIMOHHOWM
MHOpPacTpyKTypbl Poccuiickon ®epepaunmn»

Mpwuka3 ®CTIK Poccum oT 25 pekabpa 2017 r. Ne 239 «06 yTBepkaeHum TpeboBaHui
no obecneyeHnto 6€30MaACHOCTN 3HAUYMMbIX OOBEKTOB KPUTUUECKOI MHDOPMALMOHHOM
nHdpacTpyKkTypbl Poccmninckon ®egepaummn»

Mpukas OCTIK Poccum ot 25 pekabpa 2017 r. Ne 239 «06 yteepaeHnn TpeboBaHWi
no obecneyeHnto 6€30MaCHOCTM 3HAYMMbIX OO BEKTOB KPUTUUYECKON MHOPMALMOHHOM
NHPpacTpyKTypbl Poccuiickon ®epepaunmn»




HavmeHoBaHue

PernameHT NnpeaoTBpaLleHMa BTOPXKEHUI (KOMNbIOTEPHbIX aTak) B 06bekTax KM

PernameHT obecneyeHunsa UenoctHocTn obbektos KU

PernameHT obecneyeHuns AocTynHocTn o6vekTos KUN

PernameHT 3aWmTbl TEXHUYECKUX CPEACTB U cucTem 06bekToB KU

PernameHT 3awWmTbl MHGOPMALIMOHHON (aBTOMATU3NPOBAHHOW) CUCTEMBI U ee
KOMMOHEHTOB

PernameHT 06HOBEHWNA NpOrpaMmmHoro obecnedyeHuna o6bekTos KUNU

PernameHT AeicTBUIA COTPYAHNUKOB NP BOSHUKHOBEHMWN HELUTATHbIX CUTYaLLUIA
Ha o6beKkTax KN

CooTBeTCcTBME 3aKOH Oo4aTeNbCTBY

Mpurkas ®CTIK Poccum ot 25 aekabpa 2017 r. Ne 239 «0O6 yTeepkaeHumn TpeboBaHU
no obecneyeHnto 6€30NacHOCTU 3HAYMMbIX OO BEKTOB KPUTUYECKOM MHPOPMALIMOHHOM
nHdpacTpykTypbl Poccninickon Pegepaunm»

Mpuka3 ®CTIK Poccum ot 25 aekabpsa 2017 r. Ne 239 «O6 ytBepaeHun TpeboBaHui
no obecneyeHnto 6€30MaCHOCTU 3HAUYMMbIX OOBEKTOB KPUTUYECKOM MHPOPMALLMOHHOM
nHPpacTpyKkTypbl Poccnitckon Pepepaunm»

Mpunkas ®CTIK Poccum ot 25 pekabpa 2017 r. Ne 239 «0O6 yteepaeHnn TpebosaHui
no obecneyeHnto 6€30MaCHOCTU 3HAYNMbIX OOBEKTOB KPUTUUYECKON MHOOPMALMOHHOM
nHPpacTpyKkTypbl Poccninickon Pegepaumnm»

Mpuka3 ®CTIK Poccum ot 25 aekabps 2017 r. Ne 239 «06 yteepaeHun TpebosaHui
no obecneyeHnto 6€30MaCHOCTU 3HAYNMbIX OOBEKTOB KPUTUUYECKON MHOOPMALMOHHOM
nHbpacTpyKTypbl Poccuinckon ®epepaunm»

Mpukas ®CTIK Poccum ot 25 aekabpa 2017 r. Ne 239 «0O6 yTBepKaeHUM
TpeboBaHMit No obecneyeHnto 6€30NaCHOCTM 3HAYNMMbIX OO BEKTOB KPUTUYECKOWN
nHPopmMauMOoHHOM MHPACTPYKTYpbl Poccuinickoin ®epepaummn»

Mpukas ®CTIK Poccum ot 25 aekabpa 2017 r. Ne 239 «06 yTBepKaeHUM
TpeboBaHMit No obecneyeHno 6€30NaCHOCTM 3HAYNMMBbIX OO BEKTOB KPUTUYECKOWN
nHPopMaUMOHHOM MHPACTPYKTYpbl Poccuinckoin ®epepaummn»

Mpukas ®CTIK Poccum ot 25 aekabpa 2017 r. Ne 239 «O6 yTBeprKaeHUN
TpeboBaHuit no obecneveHmto 6€30MaCHOCTM 3HAYNMMBbIX OO BEKTOB KPUTUUECKOM
MHbOpPMaLMOHHON MHpPACTPYKTYpbl Poccninickon ®epepaumnmy»;

Mpukas ®CTIK Poccum ot 21 aekabpa 2017 r. Ne 235 «O6 yTBeprKaeHUN
TpeboBaHMi K co3aaHmio cuctem 6€30MNacHOCTM 3HAYMMbIX OO BEKTOB KPUTMUUECKOMN
nHpopmauMoHHOM MHPACTPYKTYpbl Poccuinickoin ®eaepaummn n obecnevyeHmnto ux
bYHKUMOHNPOBAHMAY




HanmeHoBaHune

PernameHT MHPOpMMPOBaHUA 1 0OyYeHUIO NepcoHana obbexkTos KUNU

MnaH pearnpoBaHMA Ha KOMMNbIOTEPHbIE MHLUMAEHTbI U MPUHATUA Mep No
JIMKBMZALUMM NOCNEACTBUI KOMMbIOTEPHbIX aTakK

MpWKa3 0 KOHTPO/IMPYEMBbIX 30HAX

CooTBeTcTBME 33 KOHO4ATENbCTBY

Mpukas PCTIK Poccum ot 25 gekabps 2017 r. Ne 239 «06 yteepxaeHUn TpeboBaHM
no obecneyeHnto 6€30NacHOCTU 3HAYMMbIX OO BEKTOB KPUTUYECKON MHPOPMALIMOHHOM
nHPppacTpykTypbl Poccninickon Pepepaumnmn»;

Mpukas PCTIK Poccum ot 21 gekabps 2017 r. Ne 235 «06 yteepxaeHun TpeboBaHUI K
CO34aHUI0 cMcTeM 6e30MacHOCTN 3HAYNUMBbIX 06BEKTOB KPUTUYECKOM
MHbOPMaLMOHHON MHpPACTPYKTYpbl Poccninckon Pepepaumnm n obecneyeHnto nx
®YHKLMOHNPOBAHMAY

Mpwukas ®Cb Poccmm ot 19 mtoHa 2019 r. Ne 282 «06 yTBepKaeHumM MNopsaaka
nHbopmmpoBaHua PCBE Poccum 0 KOMNbIOTEPHbIX UHUMAEHTAX, pearnpoBaHMa Ha HUX,
NPUHATMA Mep No INKBUAALMM NOCNeACTBMIA KOMMNbIOTEPHbIX aTaK, NPOBEAEHHbIX B
OTHOLLEHMM 3HAYMUMbIX OOBEKTOB KPUTUYECKON MHPOPMALMOHHOM MHPPACTPYKTYpbI
Poccuiickoint depepaunm»;

Mpwuka3s ®CTIK Poccum oT 25 aekabpa 2017 r. Ne 239 «06 yTeepaeHun TpebosaHui
no obecneyeHnto 6€30MaCHOCTN 3HAYNMMBbIX OO BEKTOB KPUTUYECKOM MHOOPMALIMOHHOM
UHPpacTpyKTypbl Poccniickon Pepepaunm»

Mpukas ®CTIK Poccum ot 25 aekabpa 2017 r. Ne 239 «0O6 yTBepraeHUM
TpeboBaHuit Nno obecnevyeHnto 6€30MaCHOCTM 3HAYNMMBbIX OO BEKTOB KPUTUUYECKOM
MHbOpPMaLMOHHON MHpPacTPyKTYpbl Poccuitickoin Pepepaumnm»
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